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1	 Introduction

The purpose of the deliverable is to help cities identify the strategic, operational and 
connectivity needs that a Smart Sustainable City�s integrated management can meet. 

�	 Identify the basic principles of action, the critical success factors and the associated 
underlying risks. 

�	 Describe a high-level methodology that facilitates implementing an urban digital 
infrastructure based on standard and technical requirements independent of the 
political and economic context.

�	 Identify the functional blocks (Building Blocks) proposed by the GovStack Initiative and 
their alignment with the standards on interoperability and architectures of ITU-T Study 
Group 20.

�	 De�ne the key elements and the path towards the transformation of a smart and 
sustainable city.

As stated in the scope of the document, the paper�s target audience is focused on city 
technicians so that they have a guide that allows them to identify the needs that their 
municipalities may have.

From a municipal perspective, we try to solve the following questions:

�	 How can cities assess their starting point and determine their digital transformation 
needs?

�	 Citizens demand safety, security, affordable and good quality services, clean air, 
convenient transport... What enabling technological capabilities are necessary to meet 
citizens’ needs and aspirations?

�	 Which monitoring strategy can we follow through the city indicators? What are the 
primary standards, and how are they chosen?

�	 What regulatory requirements do cities need to comply with, when implementing ICT 
solutions?

The role of today�s cities has been studied for years as part of the disciplines of urbanism, sociology, 
the environment, information and communication technologies, among others. Currently, cities 
have been showing an evident willingness to participate in international relations, actively proposing 
local solutions to problems with an increasingly global dimension.

Cities have the ability and autonomy to mobilize resources that allow them to achieve their goals 
and can exert in�uence over other actors in the system.
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2	 Current context of cities

Cities face particular challenges, depending on the geographic and demographic context; 
their needs vary, and may be completely different from one another.

We focus this study on cities. We describe the services that must be provided and the 
actors� point of view.

We focus on the digital transformation strategy of cities, trying to focus on everyday needs 
regardless of size and location.

The current situation, derived from the pandemic, has been a great challenge for all cities, 
especially in developing countries. The technological needs, the standardisation, and the 
use of the data are the challenges they face. We pose the following questions:

�	 Is a Smart City also a sustainable city?

�	 How can the SDGs contribute to the development of cities? or how can cities’ 
development be inspired by SDGs?�

�	 How does SDG 11, Sustainable Cities and Communities, apply in the development of 
cities?

�	 What guidance can we use to develop an SDG action plan?

�	 With which regulations must cities comply, and what standards must they meet to make 
an innovative and sustainable city?

�	 How can the economy of data and data as a good practice in terms of transparency 
improve the economic, business, and industrial fabric and, in turn, be a tool for 
transparency in cities?

�	 Does the technology used affect the privacy of citizens? What have the general data 
protection regulations and other analogous regulations meant for privacy and data 
management? 

�	 What are the main barriers to the implementation of an urban digital infrastructure?

Since it was �rst incorporated in the early 1990s, the �Smart City� concept has moved on from using 
information technology to help address cities� needs, including a focus on sustainability, along with 
resilience, inclusion, and citizen engagement and participation.

This transition has occurred mainly due to the rise of new digital technologies such as Arti�cial 
Intelligence, blockchain, cloud computing, and the Internet of Things. Smart embedded devices can 
provide city managers with real-time spatial, economic and environmental data for improved and 
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Furthermore, ICTs must establish de�ned urban functions in Smart and Sustainable Cities and help 
foster participation during the city design and planning process among citizens, governments, 
businesses, and other stakeholders. This engagement is expected to facilitate participation and the 
sharing of knowledge for urban governance, which is essential to keep the city�s future economic, 
social and environmental development in line with a credible smart sustainable vision.

In this same way, some urban spaces are subject, to a greater or lesser degree, to modern global 
phenomena such as tourism, an activity which nowadays involves a massive yearly movement of 
nearly 900 million tourists according to 2022 data from UNWTO. The reception of such a volume 
of tourists is a reality that comes with unavoidable impacts that must be faced when de�ning the 
smart and sustainable city strategy, due to the fact that these spaces constitute one of the main 
tourist consumption scenarios.

Even with this de�nition and understanding of a smart sustainable city, its manifestation varies by 
city, country, and region, depending on the city�s level of development, cultural attitudes towards 
change, �nancial resources, technical landscape and capabilities, and general aspirations. A Smart 
and Sustainable city in Africa would be unique for that country and the context of the region, 
compared with its counterpart in the context of Latin America, South Asia or North America. ITU-T 
is helping to build Smart Cities in many different forms:

�	 Technical standards to harmonize and protect key investments in ICT infrastructure.

�	 U4SSC Initiative2.

�	 Toolkit on Digital Transformation for People-Oriented Cities and Communities2.

2.1	 Challenges facing Smart and Sustainable Cities

Intelligent infrastructure adoption is slow and needs to be managed carefully fundamentally due 
to high investments and long amortization periods. There are various levels of adoption of this 
type of technology depending on location, the capacity of local leaders and of�cials, the strength 
of the local market, and the type of technology being implemented.

There are some barriers to smart infrastructure adoption such as:

�	 Cross-cutting nature of smart infrastructures. The deployment of an intelligent infrastructure can 
constitute a solid base for the development of economies of scale that would bene�t different 
departments and stakeholders, promoting the economic development of the community: 
however, it increases complexity since it requires internal coordination and shared costs 
between different areas.
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2.2	 Governance and Smart Cities

Smart cities demand continuous adaptation and local innovation governance, with new modern 
organizational and management structures, and new decision-making models based on openness, 
transparency, control, and effective accountability. It can only be achieved by providing an effective 
increase in the ef�ciency of public services, which will improve people�s quality of life, and the 
optimum use of available resources without prejudice to the urban environment.

Actual participatory governance and sustainable intelligence in urban management change the 
very basal conceptions of its object and mission. The city is an articulated �system� or �network� 
of attention, regulation, provision of services, and the public service as a cooperative, open, and 
responsible action. And all this in an environment that is globally sustainable and technically 
advanced. 

The open and relational Administration can �act� through the authentic articulation of interests in 
presence but from a necessary and adapted regulatory framework of guarantee. This integrated, 
global, and cooperative management of public interests (objectives) is presented, therefore, as a 
�process� in the improvement (in quality, ef�ciency, and usefulness) of the ways of acting and the 
temporary innovation of the same, a process (of constant improvement) of institutionalized and 
material nature. 

In these objectives, the use of modern information, communication and interrelation technologies is 
presented as inescapable from the very framework of interoperability between the different urban 
subsystems. The digitalisation and virtualisation of public administrative action must pursue not 
only �the end of paper� but the authentic accessibility, knowledge and participation of citizens in 
it, with actions that solve problems and anticipate needs, so generating public value.

Public value could be categorized according to three categories of operational value, political 
value, and social value (see Figure 1). This framework is largely drawn from Chu and Tseng�s (2018)3 
�Open Data in Support of E-governance Evaluation: A Public Value Framework� and has been 
supplemented with additional values from research as Osborne, S. P., Nasi, G., & Powell, M. (2021).4
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Figure 1: Public Value Categories, Source: State of the Art Report, 20215
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The technological revolution applied to the administrative action of provision, service, and planning 
of the city can entail risks such as:

�	 Excessive automation and rigidity of procedures.

�	 Accessibility to sensitive data.

�	 Untrustworthy or malicious use of Arti�cial Intelligence applications.

�	 Cybersecurity on deployed devices.

�	 Dif�culty of use for people with little digital training (social exclusion).

Ef�ciency, therefore, cannot end spontaneity, sociability and realism, much less undermine citizens’ 
freedom of decision. The participatory governance of Smart Cities must seek a balance between 
these new requirements for openness and open data, the sustainable management of economic 
activity, and intercommunication with citizens in real-time, bridging the digital divide in citizen 
participation, avoiding vulnerability due to gender, age or disability. 

2.3	 Contribution to the Sustainable Development Goals

Material and immaterial resources are, in general, limited and, therefore, often con�gured for a 
stable environment. Any major crisis can affect multiple areas of the city and even different public 
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changes, and the ef�cacy of implemented climate solutions. This approach can facilitate more 
precise and ef�cient decision-making, ensuring that real-time data inform interventions and are 
adaptive to rapidly changing urban landscapes.

Thirdly, taking further advantage of computational methods to analyze qualitative data could 
offer fresh perspectives. Techniques such as natural language processing and machine learning 
can process large quantities of qualitative data, bringing a nuanced understanding of public 
perceptions, attitudes, and experiences regarding urban climate change. This, in turn, can inform 
more empathetic and inclusive climate policies.

Ultimately, these data-based approaches can drive the upscaling of urban climate solutions, 
enabling change at a global scale. By harnessing the power of data, we can amplify the impact of 
urban climate interventions, fostering resilient urban ecosystems that can stand up to the challenges 
posed by climate change. The World Meteorological Organization’s leadership in Integrated Urban 
Services is crucial in promoting these data-oriented strategies, thus accelerating global urban 
resilience8.

SDG 11 is expected to lay the foundation for urban planning techniques and policies for the future. 
For the practical implementation of sustainability policies related to SDG 11, these policies should 
be implemented directly through urban planning interventions. These interventions are expected 
to transform the intangibility of policies into physical actions. These executions will have the help 
of ICT technology to introduce intelligence in these sustainable urban planning interventions, 
especially for the evaluation of the implementation procedure.9

The ITU Secretariat, the Council and members of the Plenipotentiary Conference worked on 
drafting this new Strategic Plan with clear links to the Sustainable Development Goals (SDGs) and 
a vision to impact the achievement of the SDGs. It includes an entire section called �Linkages to 
the Sustainable Development Goals�; which highlights the SDG Goals most relevant to ITU:10 SDG 
9 (Industry, Innovation, and Infrastructure) and Target 9.c; SDG17 (Partnership for the Goals) as a 
means of implementation; and SDG 4 (the Education goal). 

In addition, the revised Resolution 200 entitled �Connecting the 2030 Agenda for Global 
Telecommunications from Information and Communication Technology, including Broadband, 
for Sustainable Development� shows a strong commitment of cities to the Goals in the new EP and 
closely aligns the strategic framework with the SDGs and their timetable.

2.4	 Smart Cities and Crisis Management

COVID-19 shocked cities around the world, revealing vulnerabilities in many areas of urban life. 
Most of the cities experienced serious problems for a long time that affected major segments of 
the population, and the operation of municipal services. Planning played a critical role in ef�ciently 
responding to this crisis and enabling rapid functional recovery in the post-pandemic era. Cities 
that have implemented digitization initiatives and programmes are likely to have a greater capacity 
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to react appropriately. Speci�cally, digitized cities could ensure the well-being of their residents 
and maintain the continuity of urban functions. 

Technology has increased participation and social connection, improved physical and mental 
health, and maintained the functionality of educational and economic systems. These have been 
achieved through various solutions and technologies such as social media, remote assistance 
(telehealth, teleworking), and IoT sensors & monitoring.

Improving urban resilience in Smart Cities implies the analysis of the role of technology in crisis 
management to understand what policy changes they need to implement to respond successfully 
to these challenges. Lessons learned from the COVID-19 pandemic show how smart city solutions 
and technologies can enable cities to better prepare for and respond to future similar disasters.11

City Applications must comply with Data Protection Regulations fully. In some cases, if necessary, 
they must be installed voluntarily, approved by the authorities, and dismantled once the crisis is 
over. They must exploit the latest solutions to improve privacy and interoperability. In addition, apps 
should rely on anonymous data so that they can alert people who, for example, might have been 
in close proximity with an infected person, without revealing the identity of the latter.

2.5	 The digital transformation of cities as a basic piece in innovation

Smart City transformation has become clearer than ever.12 The successful reinvention of our cities 
requires the adoption of a human-centred design approach. This focuses on harnessing the 
collective intelligence of communities to understand the human experience from the diverse 
perspectives of the people who live, work, learn and play in cities every day. This approach has even 
greater value as we are seeing a greater focus on the role of local neighbourhoods in strengthening 
community resilience.

The improvement of the municipal organization, at the organic, functional and resource level, as 
well as the means of management and preparation of services to the citizen implies not only the 
electronic collection of data and information and their proper treatment but also their practical 
use as an objective parameter for decision-making. This entails the possibility of offering citizens 
access to certain municipal information, �open data�. The Smart City model is no longer a model 
of public rationalization of power: horizontal coexistence of agents or subjects (of transformation 
of the city) but makes the citizen an essential protagonist and receiver of all the actions developed 
in their natural habitat and a fundamental pillar of the digital transformation of this environment.

The most relevant feature of Smart and Sustainable Cities is the massive and growing use of 
information and communication technologies in city planning and management tasks to facilitate 
ef�cient, inclusive and integrated urban development. ICTs are the central element of this new 
paradigm that provide real-time information with which to evaluate the effectiveness, ef�ciency, 
and sustainability of public services through commonly accepted KPI�s based on international 
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From the organizational point of view, local ICT structures are imposed (support and centralized 
and external development) and, more speci�cally, for the obtaining, management, systematization 
and interpretation of the data obtained through the systems involved.

In this sense, it must be considered that data collection can be done unconsciously (for citizens) 
and anonymously or directly through their participation in the participatory processes established 
or promoted by the administration itself. 

The responsible municipal organization (services, personnel, and speci�c data-management 
platforms) will necessarily be different, requiring in the �rst case � except in the cases of contracting 
� much greater technical specialisation, as well as guarantees, fundamentally in terms of data 
protection (principles of access to minimum data, protection by design of management and 
anonymization applications and segregation of data to guarantee their privacy).

Nevertheless, and aligned with the human-centred design approach, the smart and sustainable city 
strategy must expand this concept to users of the city in general, a broad category inside which 
tourists need to be considered, given that they too interact with the services articulating the urban 
space. In their inclusion, cities must set in motion participation mechanisms through which, after 
identifying the main tourism stakeholders, digitalization initiatives are designed collaboratively, in 
order to generate solutions �tting their realities, paying special attention to sensitive actors such 
as SMEs and residents. 

Consequently, there are examples of departments or Specialized Areas of Innovation and Urban 
Digitalization, whose functions include those related to Intelligent Management Systems, the 
digitisation of services or the incorporation into large municipal networks of knowledge and 
technologies, or of a more generic nature, as well as Open Data portals, whose objectives include 
transparency, the re-use of public information, the generation and incentive of economies and the 
promotion of new innovative services.

2.6	 Strategic planning

The �rst characteristic note of the governance models of Smart Cities could easily be the need 
for a strategic vision/planning of the city and its future, and its necessary implementation through 
objectives and measures of practical innovation (integrated strategies of action that have to start, 
precisely, from the global perception of the state of the city previously obtained) with the central 
objective of achieving more advanced and ef�cient management of municipal services.

The Smart City cannot result from improvisation or government changes at the local level. A 
preliminary design and strategy are imposed, and in the medium to long term, of its evolution, 
growth and transformation obtained through processes of broad citizen participation, and with 
clear and affordable objectives.

The deployment of intelligent networks and infrastructures, the high investment cost, the associated 
environmental protection measures, and so on, require their insertion or, at least, the prior approval 
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Indeed, the actual value of Big Data lies in the ability to analyze and generate algorithms that 
produce, in turn, valuable and quality information in decision-making processes, also by public 
administrations, within its main functionality consisting of collecting a large amount of data to �nd 
repetitive patterns within them. Big Data, Arti�cial Intelligence, and other new technologies bring 
bene�ts such as the automaticity of systems immediacy of the response.

�	 Adaptability to new situations.

�	 Simpli�cation of administrative action.

�	 Use of chatbots in citizen information systems.

�	 City mobile apps.

�	 Personalized dashboards for the citizen.

However, the massive use of these technologies & applications, especially Arti�cial Intelligence, 
allows us to obtain knowledge from an enormous amount of data, in many cases referring to 
citizens. In this case, special control over the use of these tools is necessary to ensure privacy and 
prevent fraudulent use.

2.7	 Value-based Digital Government

The digital transformation opens up new opportunities and forms of social participation and 
processes of formation of public opinion, with the possibility of involving all members of society. 
Digital technologies offer new options for solving social problems and making governments and 
public institutions more ef�cient and effective. Society must take full advantage of these new 
opportunities. 

The digital rights and principles outlined in the declaration will complement existing rights such 
as those enshrined in the EU Charter of Fundamental Rights and data protection and privacy 
legislation. They will provide a framework for citizens on their digital rights and guidance for EU 
Member States and businesses to address new technologies. It aims to help everyone in the EU 
make the most of the digital transformation.

One example of value-based digital government is the Berlin Declaration on Digital Society 
and Value-based Digital Government14 that takes the user-centricity principles formulated in the 
Tallinn Declaration on eGovernment15 a step further by strengthening the pioneering role of public 
administrations in driving a value-based digital transformation.

The declaration acknowledges the public sector as an essential element for the European Single 
Market, and a driving force for new and innovative technological solutions for public services and 
societal challenges. It emphasizes that public authorities at all levels must lead by example to 
strengthen the tenets of the European Union.
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2.8	 Electronic Administration and SSC

Relations with public administrations are increasingly dominated by the use of new technologies 
and digital enablers: governments around the planet are �nding in digitalisation a source not only 
to improve their relationship with their citizens but also to promote ef�ciency and effectiveness in 
improving public administration. The States are ready to lead key aspects in this transformation 
process through different government agencies. 

Plans that can be based on pillars and challenges: 

1.	 Modernize Public Administration.

2.	 Achieve interoperability with different digital public entities and services.

3.	 Facilitate the digital interaction of public administration with citizens and companies.

4.	 Regulatory aspects and adaptation to new technologies.

5.	 Easy access to citizens� personal histories.

6.	 Strategic leadership based on easy tools and elements for public entities and citizens.

Digital security is an unavoidable component of the move in this direction and in achieving an 
authentic digital administration to meet the present and future needs of citizens. The Internet knows 
few borders or data protection legislation. Security against cyberattacks or digital scams such as 
the phishing of of�cial pages requires shared governance of security and reliability on the network. 
Public administrations must get used to working together in a scenario of multiple interactions and 
where threats do not come from within their national borders. 

In this context, administrative managers appear as faithful allies of e-government, facilitating and 
improving the relationship between administrations and citizens through a role of advice, mediation 
and management that, in addition, promotes digital inclusion and reduces the existing digital gaps 
in the population. Their role in extending cross-border digital government can be a success factor 
with their experience, knowledge and tools.
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Figure 4: Electronical Administration Challenges
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2.9	 Privacy and data protection

Currently, there are many questions about the challenge of privacy in Smart Cities.

The integral management of data has become a reality that affects personal and collective life. 
A large part of the city�s professional, economic and private activity occurs on the Internet. It has 
acquired a fundamental importance for human communication and for our life in society. Today, the 
risks and opportunities that the world of networks offers to citizens are identi�ed. Public authorities 
must protect the citizens� rights in networks by promoting the equality of citizens and the groups 
in which they are integrated in order to make the whole exercise of fundamental rights in digital 
reality possible.

While �privacy� is an important aspect that must be considered for establishing a City Platform, 
there must be a compromise between privacy and citizens� privacy rights.

At the European level, the realisation and development of fundamental rights of protection of 
natural persons regarding personal data processing are set out in Article 8 of the Charter of 
Fundamental Rights of the European Union and in Article 16.1 of the Treaty on the Functioning of 
the European Union. 

Previously, at the European level, Directive 95/46/EC had been adopted, the purpose of which 
was to ensure that the guarantee of the right to the protection of personal data did not constitute 
an obstacle to the free movement of data within the Union, thus establishing a common area of 
guarantee of the right which, at the same time,  ensures that in the event of an international transfer 
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According to the Regulations and similar legislation, pro�ling should only occur with a person�s 
consent; unless it is treated as the primary purpose derived from a contractual relationship.

The problem is that, in many cases, obtaining and managing consent by providing timely information 
is operationally ineffective or, at worst, simply impossible because these data must be used at 
the time of capture in order to meet the goal. To this end, it is essential that legislation de�nes 
procedures for the dissociation or anonymization of personal data outside its current scope and is 
only permitted in those cases where it cannot make disproportionate efforts to identify a person.

It should be noted that the concept of �person� developed by software expert Alan Cooper, through 
the creation of an intermediate level of personal data, does not concern an �identi�ed or identi�able 
person�, but rather archetypes or models of people who meet several common characteristics and 
speci�c needs. In this way, they provide an easily analysable pro�le without referring to any actual 
person �behind� the processed information and, therefore, protect the link with the subject�s identity. 
Once of�cially recognized, methodologies like this would avoid de�ciencies in the collection of 
consent concerning information that �have to borrow in interest� when processing your data or in 
the use of expensive security measures. It would not be to process Personal Data of identi�able 
individuals and, therefore, solutions could be implemented in the community�s interest.

Consequently, we must work towards consensual solutions that respect the privacy of individual 
people and can leverage data analytics to improve infrastructure management, quality of life, and 
coexistence among people.

2.10	 Regulatory framework of local competences

From the strictly local, legal-organizational perspective, the actual consolidation of these new urban 
models for developing an SSC requires open, plural and ef�cient innovative governance structures. 
It is not a question of urging organizational change at the local level but of really moving in that 
direction to adapt to citizens� general interests. 

The �rst problem is that no speci�c local competences title attributes globally and directly to 
the municipality the set of competencies (regulatory and management planning) necessary for 
implementing or achieving the (informal) character of the city as a Smart City. A greater capacity 
for action is recognized logically from the self-organizational and organizational freedom of the 
services of local authorities. However, in the end, the inoperability results from structures, services 
or dependencies without adequate substantive competencies.

The diffuse concept of the Smart City implies, at least from a legal perspective, the existence of 
services, infrastructures, and smart networks (i.e., sustainable, ef�cient and controllable networks) of 
urban transport and mobility, of people and vehicles, of water supply and evacuation, recovery and 
waste treatment. The general framework is, obviously, the global consideration of the global city 
system � and, therefore, the competencies and normative group on urbanism and physical planning 
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3	 City & ICT governance

Cities worldwide have vastly different backgrounds, priorities, capabilities, strengths, and 
strategic goals and objectives, which means there can never be a single global solution to 
their intelligence and sustainability needs.

Successful implementation of an urban digital infrastructure depends on keeping the needs 
of citizens, the requirements of quality of life, and expectations, above all.

�	 What technological complexity do they suppose for a small city? And on what �nancial 
level?

�	 How does the size of the city in�uence the launch of urban digital infrastructure?

�	 How to optimize existing resources to generate savings for citizens, companies and 
Public Administrations?

�	 What mechanisms of citizen participation and democratic mechanisms permit the 
public and all other key stakeholders to have a voice in setting the general urban 
management?

�	 How should the smart, urban digital infrastructure be used in data management?

�	 What will be the return on investment made in cities?

�	 What ethical and legal measures should be taken in cities where private companies 
and external agents control the management of the Platforms to the organization?

The introduction of ICT in cities has been taking place progressively as connectivity and technology 
become more capable of being applied to administrative activity and improving the provision of 
basic services such as the integral water cycle, mobility and solid waste management.

In this evolution, the information systems to support the administrative activity have been developed 
within their own ICT infrastructure, and the technology in the provision of public services is usually 
provided by the contractor of the public service.

In both cases, the development of these ICT solutions has been consolidated as a fundamental 
support element in the provision of services. Nevertheless, the conception of the solution generally 
had an isolated orientation in the functionality of the solution and in the development of its layers 
� including data, components and interfaces. Except for regulatory requirements, interoperable 
solutions were not built from scratch. 

IT governance is de�ned as �a governance view consisting of ICT business governance (ensuring 
that ICT supports and enables the business strategy to be carried out) and a functional IT governance 
view (ensuring that the IT function itself is executed ef�ciently and effectively).�
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The very conception of information systems to support the provision of administrative services 
and public services frequently offered excellent solutions with little capacity for communication 
and cooperation among them. 

The evolution of technology and programming languages allow us to conceive the ICT architectures 
of service-oriented cities, which, in turn, allows us to evolve towards corporate transversal elements 
to offer homogeneous services throughout the life cycle, as well as the creation of services by 
information systems to cooperate with other information systems with the appropriate security 
mechanisms.

This chapter describes ICT elements that must be addressed by a city in a corporate perspective, 
namely the importance of strategic ICT governance planning to align with the challenges and to 
offer the necessary ICT services effectively and ef�ciently.

3.1	 Conceptual vision of a Smart City strategy

A Smart City strategy must be focused on citizenship as a core element of all the strategic, 
organizational, technological and operational actions necessary to obtain a holistic vision of the 
city that enables its sustainable and resilient evolution to be controlled.

Figure 5: Smart Strategy
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Having citizens at the centre of the Smart City strategy requires developing actions in the following 
areas:

�	 Strategic: The solutions resulting from the plan must offer tools and data to support the strategic 
and operational decisions of the political and of�cial leaders of the different municipal areas, 
as well as support for the evaluation of compliance with the Sustainable Development Goals 
and city strategy.

�	 Organizational: There are different models of implementation of an integrated city management 
platform, either on new contracting models, where different services are concentrated or by 
the implementation of a data platform that allows the integration of the technology on which 
to transform the contracts. In any case, we must take into account the management of change 
and the uni�cation of the control centres that technology already allows.

�	 Operational: The city strategy must start from a knowledge of the current state of the introduction 
of ICT in the management of municipal services. To this end, it would be possible to carry out a 
consultancy that describes the smart initiatives of the services, their level of smart maturity, their 
management model and the introduction of strategic direction in the de�nition of objectives, 
establishment and monitoring of management indicators.

�	 Technological: The service-oriented architecture, the market proposal of cloud or hybrid 
solutions, the constitution of a common data repository, the use of open technologies and the 
creation of innovation laboratories must all be addressed in the Smart City technology strategy.

Even so, the addition of other users of the city, such as tourists, to the centre of the smart and 
sustainable city strategy, justi�ed by their role of service users when traveling, results in the 
proposal of a collection of digital solutions targeting not only isolated tourism issues but also 
main public problems and market failures, since the travel cycle constantly interacts with cross-
cutting elements of the city alien to the tourism activity. This reality stresses the need to include 
in the strategy conceptualization, a diversity of stakeholders to balance the secluded interests of 
different economic sectors, being tourism the perfect subject to bring them together thanks to its 
multisector reach.

3.2	 Strategic Management in SSCs and ICT

The ful�lment of the Sustainable Development Goals and any transversal challenge requires 
institutionalizing strategic management in cities. The strategic direction allows delimiting the main 
missions to ful�l the city model in terms of climate change, carbon-neutral, the attraction of talent 
in general in environmental, social and economic factors.
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3.3	 Smart City Offices

The process of the digital transformation of a city must be endowed with suf�cient human and 
economic resources, bearing in mind that the data infrastructure to be created will be one of the 
most important infrastructures in the city. 

Creating a Smart City Of�ce or a speci�c section within the ICT or innovation departments of the 
city is necessary for a successful transformation process. The following list shows a proposal of 
competencies that these of�ces should have, and that should be approved by the local government 
boards.

1.	 Advice, guide and inform in the Smart City model and in the different municipal strategies in 
the �eld of Smart City, science of the where, and connectivity.

2.	 Coordinate and direct the analysis, design and management of Smart City projects.

3.	 Management of computer projects of the Internet of Things and introduction of ICT into public 
services.

4.	 Design, control and maintenance of the technological architecture that ensures connectivity to 
citizens.

5.	 Cooperate in Digital Transformation projects.

6.	 Responsibility and management of an integrated city management.

7.	 Responsibility and management of the Municipal Geographic Information System.

8.	 Cooperate or coordinate in ICT projects related to the territory and georeferencing.

9.	 Development of methodologies and work regulations related to the introduction of ICT in public 
services.

10.	Direct and coordinate the integration and functional compatibility of projects with computer 
systems and Smart City technologies.

11.	Collaborate in the management and coordination of Smart City R&D �nancing initiatives and 
programs.

12.	Coordinate the technical staff in the actions related to the implementation of projects and their 
subsequent operation, maintenance and continuity of operation.

13.	Training of new products and technologies in its �eld of action.
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3.4	 SMART Areas of Action

The transformation of data into speci�c services and elements for decision making requires 
structuring the actions of a Smart City Of�ce in the following areas of action (see Figure 7):

�	 The smart enabling elements (integrated city management platform, information system, 
connectivity with Internet of Things devices, Big Data, Arti�cial Intelligence system). 

�	 Intelligent solutions (open data portal, uni�ed dashboards, citizen dashboards, geoportal, 
CityApp). 

�	 The support of all the above elements is the core of the innovation ecosystem, internally as well 
as externally.

�	 The project team is necessary for the support and operation of the above services, as well as 
support for the digital transformation of municipal services in their non-administrative �eld.

Figure 7: Smart City Action Layers
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On the other hand, the development of a Smart City strategy involves considering not only the 
enabling elements such as a city platform and sensors deployed in the municipality but also all the 
elements that are around this platform that acts as a backbone. The deployment of these enabling 
elements is the �rst step to subsequently allowing the creation of intelligent solutions ranging 
from dashboards for monitoring key indicators of the city to transformative solutions that allow the 
digitizing of the different municipal services to have greater control over them and to ensure that 
this results in improvements and ef�ciencies for the city. 
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4	 Urban technological reference architecture

As the citizen is the axis of municipal activity, the ef�cient management of resources and the 
creation of new services in an SSC requires a conceptual model that semantically describes 
the relationships between people and the physical world.

There are different visions for the digital transformation of an SSC: the functional vision, 
the management vision, the physical vision, and the business vision.

City communications and technology solutions are based mainly on international and 
national standards. These standards de�ne an architecture model based on layers wherein 
each layer�s common functionalities are grouped, and standardized interfaces are de�ned 
between them.

�	 What should be the ICT architecture model of a Smart and Sustainable city?

�	 How to face the new forms of connectivity?

�	 What bene�ts can the implementation of an urban digital infrastructure bring to citizens 
in the short and medium term?

�	 How to design a platform or an integrated management strategy for a sustainable and 
intelligent city so that the bene�ts exceed management costs?

�	 What layers should be present to improve the integrated management of the city?

�	 What are the enabling elements of the city�s digital transformation that organizations 
should have?

�	 How are information silos broken in organizations? What happens when information 
systems are proprietary and the transmission of information between systems is 
complex?

�	 What strategic vision and review systems must be implemented in cities so that 
continuous technological development does not mean that the town�s medium/long 
story is based on patches?

4.1	 Introduction

The ef�cient management of the resources and services available in an SSC entails important 
organizational, technological, and operational challenges. However, the achievement of the city�s 
transformation objectives is linked to the ability to have a technological ecosystem that enables 
automated and sustainable management of resources and provides useful information for decision-
making. 
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�	 Process and interpret this information to monitor the city, to be able to identify synergies and 
improve ef�ciency.

�	 Generate the economic and social value of data to serve municipal objectives and decision-
making, collaborating in the advancement of the economy and the digital space of data and 
services.

4.2	 SSC Taxonomy

The city is a dynamic system in permanent evolution, with multiple and complex interactions among 
people (citizens, visitors) and the environment (physical world). A system of these characteristics can 
be de�ned semantically17,18 as a set of possible relationships between the physical structure of the 
city (natural environment, infrastructures, territory) and society (citizens, institutions) through a set 
of interactions that allows society to use the resources of the structure to develop citizen activities 
(e.g., work, commerce, leisure, health, education), generate wealth and share information. Figure 
8 describes a taxonomy of the conceptual model that relates to these three domains.

Figure 8: Conceptual model of the semantics of a Smart and Sustainable City
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Such could be the case for the tourism activity. As mentioned above, the setting in motion of semantic 
models able to capture the reality of an urban ecosystem constitutes a valuable opportunity not 
only for the ef�cient and sustainable management of resources in the overall local economy but 
also, in a tourism context, as a direct way towards the competitive evolution of the tourism offer 
of products and services. Through a model able to identify give proper meaning and establish 
relations inside and outside the tourism-related terminology, the application of a semantic standard 
allowing interoperability is possible. By meeting this essential condition, in which the tourism offer, 
and public services are capable of speaking the same language, a new digital con�guration of 
the city as a destination, able to provide more and better services tailored to each tourist needs, 
is within reach.

4.3	 Reference technological architecture

We can de�ne the information and communications technology (ICT) architecture of a Smart and 
Sustainable City as a complex set of components, functional blocks, hardware, telecommunication 
networks, services and applications that interact with one another and whose in�uence is capital 
for the correct development of the Smart City. This architecture must cover heterogeneous 
geographical areas, use multiple technologies, be valid for different types of cities, be safe and 
available, and have to operate over time. It must also provide services that allow the building of 
valuable applications for citizens, companies, administrations and visitors.

The basic principles with which the ICT architecture must comply are that it is standards-based, 
�exible, scalable and fault-tolerant. It must also provide security, information protection (privacy), 
advanced services and standardized ability to exchange information with internal and external 
systems.

There are different visions (see Figure 9) to address how to describe, identify and classify ICT 
systems and subsystems along with their relationships. Each of them aims to offer an approach 
oriented towards different interest groups.

�	 The functional vision: Focuses on aspects related to speci�c activities of the city and how 
these activities use ICT architecture to solve speci�c needs. For example, intelligent energy 
management or mobility.

�	 The management vision: Focuses on how the architecture is deployed, operated, managed, 
and maintained. It also applies to the description of services, logical security, manufacturers, 
information management and usability of the architecture by citizens.

�	 The physical vision: Focuses on the location, type, power, bandwidth, storage and other 
characteristics of the elements of the computing and communications architectures.

�	 The business vision: Focuses on the economic sustainability of ICT architecture based on 
investments and returns for the city.
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5	 The Connectivity of a Smart and Sustainable City

Deploying an advanced ubiquitous telecommunications infrastructure to support 
the connectivity of thousands of heterogeneous devices deployed in an SSC is a big 
technological challenge that entails signi�cant deployment and operation costs. The 
constant technological evolution allows the use of different connectivity options but also 
the risk of a rapid obsolescence. 

The transformation of the municipal communications network and the management of 
public space need to be de�ned based on the possible interactions between people, 
people with devices or devices with each other. 

�	 What are the general needs of people and IoT devices in an SSC?

�	 What are the main connectivity scenarios in an SSC?

�	 What are the main services that and SSC should offer in terms of connectivity to citizens, 
municipal of�cials, and other actors?

�	 What would be the simpli�ed model of a municipal corporate network?

5.1	 Introduction

One of the biggest technological and operational challenges facing the development of an ICT 
ecosystem in a Smart City is to have an advanced ubiquitous telecommunications infrastructure 
that allows the connectivity of thousands of users, heterogeneous sensors, and devices with the 
quality, security and availability required at a reasonable cost. 

In many cases, cities have historically organized their communications based on meeting 
operational connectivity needs for of�cials’ access to centralized municipal information systems 
and sharing resources such as corporate telephony service or Internet access. This growing demand 
for connectivity has been resolved, for example, by increasing the bandwidth available between 
buildings or improving the internal communications infrastructure itself. However, this approach 
is not enough to meet the new and complex connectivity needs in a Smart and Sustainable City. 

Different factors such as technological evolution, the deregulation of the communications market 
in many countries, the explosion of digital traf�c, new mobility services and the massive irruption 
of low-cost connected devices have created a demand for connectivity that requires speci�c 
treatment, but under a global perspective. 
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Figure 12: High-level access network taxonomy

Te
le

co
m

 in
fra

es
tr

uc
tu

re
 &

 se
rv

ic
es

 la
ye

r

Access & agregation 
layer

Capillary network

Wired network

Structured wiring
(UTP, STP, Fibre)

Power Line

Wireless

RFID, Bluethooth, 
UWB..

BLE (ZigBee, IEEE 
802.15.4x; LoRA)

802.11x (Wi-Fi) 
802.16 (Wi-Max)

Wired access

Copper
(twisted pair)

Copper (POTS, ISDN, 
xDSL, xDSL2+)

Coaxial DOCSIS..

Optical Fibre

Fibre point to point
(Metro Ethernet)

Optical Fibre (FTTC/H, 
GPON..)

Wireless access

Celular

GSM

3G,4G,5G

NBIoT, HxPA+

Satellite
GEO, LEO
(VSAT, …)

WSN LPWAN (LoRaWan, 
SigFox)

Transport & Service 
Layer

5.2	 Connectivity Scenarios and Telecommunication Services

In this scenario of �Smart Cities and the Internet of Everything� in continuous technological 
evolution, municipal managers face new and complex decisions to respond to poorly de�ned 
demands that entail long-term investments and possible hidden costs of operation, administration 
and maintenance. 

The municipal communications network, understood as the set of municipal telecommunication 
resources necessary for the performance of municipal functions, has been in many cases managed 
in a siloed model. It is not unusual for a local corporation to have a heterogeneous network based 
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Figure 22 shows the equipment that could be installed in a non-exclusive way in the previously 
referenced cabinets.

�	 Connectivity with IoT devices that use WSN protocols will be done through a gateway installed 
in the cabinet. 

�	 Connectivity with IoT devices using PLC protocols will be done through the PLC controller 
installed in the cabinet.

�	 Connectivity with IoT devices that use STP cabling with PoE will be done through a switch 
preferably with industrial characteristics.

Figure 22: Connectivity IoT Ethernet
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Connectivity with the municipal corporate network may be carried out through the municipal 
connectivity infrastructure itself if it exists, or by contracting �xed and mobile VPN services to a 
telecommunications operator. Finally, there is also the option to create a VPN connection over the 
Internet.

5.5	 City Corporate Network

The City Corporate Network aims to deploy a uni�ed set of advanced telecommunication 
services for the municipal community under a uni�ed management, and to reduce overall costs 
in communications. It includes not only connectivity resources but also the hardware and software 
elements that support the relationship models of people and processes described in previous 
sections. Its nature and geographical scope cover the municipal and urban environment. They may 
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IoT devices that cannot connect directly to the Private Communications Network for reasons of 
mobility, security or coverage generally use an MTC virtual private network service contracted from 
the operator. This MTC service uses 2/3/4/5G mobile networks to connect with the device and 
routes traf�c to the municipal private network via a �xed network link based on Metro Ethernet or 
GPON standards. 

These devices can be simple elements such as containerized �ll sensors or single-layer capture 
gateways in an IoT architecture. An example of the latter scenario is lighting management, where 
different streetlight controllers are connected to each other by ZigBee or PLC type technologies 
and with a segment controller that, in turn, establishes a connection with the municipal corporate 
network through the MTC VPN service. 

5.5.3	 Access to services and devices via the Internet

The �exibility and coverage of the Internet is an asset of great value to the municipal corporation 
in its relationship with citizens, in the remote access of members of the corporation, and in the 
connection to external stakeholders. These accesses allow the establishment of Internet connections 
with guaranteed data �ow to offer an adequate user experience, and for reasons of quality and 
availability, they are usually redundant. The connection of the town hall with the network of the 
Internet provider is usually made using the Metro Ethernet standard.

IoT devices that do not connect directly to the Municipal Private Network and that have few 
requirements for quality, security, and availability route their traf�c through existing corporate 
Internet access. Examples of this scenario are the terminals of the collaborating companies of 
parking management or cleaning, urban noise meters or citizens’ devices (smartphones). In these 
cases, the low variability of the information, and the low availability requirements, advise low-cost 
access. 

Remote access to the municipal corporate network through the Internet is the mechanism preferred 
by UC&C systems for access by members of the corporation outside the of�ce, in teleworking and 
for interconnection with other external agents.  

5.6	 Use case. UCC & IoT initiatives in the Valencia City Council 

The generic municipal architecture that was shown in includes users and devices directly connected 
to the City Corporate Network, users and devices connected through MTC VPN-IP mobile services, 
users and devices connected through VPN-IP services, and users and devices connected through 
the Internet.

The design and implementation of a project that affects the municipal network must be planned 
carefully to evaluate the impact over other communications, and to identify possible network needs 
before their implementation in order to guarantee the overall quality of service. Simulation tools 
contribute with the necessary �exibility, and they can help to solve the complexity of designing a 
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6	 City IT Ecosystem

City core systems are the key elements that allow municipalities to support relationships 
with citizens and administrative systems.

What are the principles of digital development? How do they help in developing cities?

City platforms are based mainly on international and national standards. These standards 
have in common architecture based on layers, where the different capacities foreseen for 
a city platform are grouped.

�	 What are the functionalities that an Urban City platform should have?

�	 What layers should be present to improve the integrated management of the city? What 
are the enabling elements of the city’s digital transformation that organizations should 
have?

�	 What interoperability problems between systems and platforms can cities face? How 
do you deal with interoperability between different Administrations?

�	 What are Building Blocks, and how can their technology help the agility and start-up 
of the components? What technical requirements are needed for its implementation?

�	 What technologies offer a guide or model to build an integrated city or government 
platform, taking advantage of implementing the Digital Public Goods (DPGs) model?�

6.1	 The IT Ecosystem

The reference technological architecture proposed in previous sections describes a long-term 
objective model. Like other sectors of the industry, cities are immersed in a continuous transformation 
of their information and communications systems to respond to the growing citizen demand for 
more and better public services, transparency, and good governance, all in an environment of 
increasing scarcity of resources.

The reality that municipalities face, in general, is that the systems on which the main administrative 
and municipal operational procedures are based were designed ad hoc long ago in a model based 
on self-contained applications, �silos�, which are not very �exible and do not meet new needs, and 
whose adaptation requires signi�cant economic and organizational efforts.

The pragmatic approach of many cities to this transformation has been to make legacy systems 
coexist with new cloud-based solutions (private, on-site or public) building an architecture based on 
microservices and containers. Unlike other industry sectors, public administrations have additional 
regulatory requirements due to the nature of the information they manage. This may limit cloud 
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�	 The IT core of the city is made up of at least:

o	 The private municipal cloud is where the business applications reside.

o	 Municipal databases.

o	 The Geographic Information System.

o	 The Urban City platform.

�	 Security systems, auditing, and architecture management.

�	 The buses and integration mechanisms of the architecture with other external systems, 
collaborating companies, other administrations, and stakeholders.

Figure 27: Smart ICT Ecosystem – Data infrastructure for City Services
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6.2	 Applications of value for citizenship

6.2.1	 Electronic Office

The electronic of�ce is a web portal available to citizens on the Internet. It is owned by a public 
administration in charge of managing and administering it. Citizens and companies can access 
information and electronic services and procedures of the administration at any time and thus 
save time.

The right of citizens to interact and communicate by electronic means with public administrations 
entails the need to de�ne clearly an electronic administrative headquarters through which citizens 
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